
Figure 4: Keylime remote attestation logs with the Man-in-the-Middle attack

Figure 1: Keylime MITM Attack Architecture

1. Start a clean state

➢ Stop/remove any old containers and start the services
2. Establish baseline

➢ Add agent to verifier once to confirm normal operation

3. Poison the state of truth
➢ Poison the registrar DB so agent contact points to mitm-

verifier:9002
➢ Poison verifier’s sqlite cache for the same agent

4. Ensure MITM is in place

➢ mitm-verifier listens on port 9002 and forwards to keylime-
agent:9002 with TLS

5. Trigger attestation using poisoned database
➢ Expect Keylime tenant operations to be redirected through 

the MITM proxy due to database poisoning, allowing 

interception of initial attestation quotes. Background 
attestation may fail if TLS certificate validation is enforced
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Attack Methodology

Goals:
• Evaluate the resilience and industry readiness of the Keylime remote 

attestation framework under simulated attack scenarios

Background Info:
• Remote Attestation (RA) is crucial in cloud computing for verifying the integrity 

of virtual machines and protecting against tampering in distributed 

environments. Keylime is an open-source framework that enables continuous, 

dynamic attestation using TPM-based trust to ensure system integrity.

Outcomes:
• A Man-in-the-Middle attack successfully intercepted initial attestation data by 

exploiting Keylime’s database trust model. However, Keylime’s continuous 

attestation process detected the intrusion, demonstrating its strong resilience 

and robust security design.

Abstract

Threat Model:
• Defined a threat model simulating a MITM adversary to evaluate Keylime’s 

ability to preserve confidentiality, integrity, and authenticity of attestation 
exchanges in untrusted network environments.

Security and Threat Analysis:
• Analysed Keylime’s resilience against MITM attacks through its mTLS, TPM 

quote validation, and nonce-based attestation mechanisms.
• Identified residual weaknesses, including PKI dependence, mTLS

misconfiguration risks, and attestation timing gaps.

• Proposed extensions such as continuous attestation, cryptographic IMA 
binding, and verifier isolation for enhanced assurance.

Threat Model and Security and Threat Analysis

Simulated MITM attack intercepting verifier–agent traffic to test Keylime’s 
real-world attestation resilience.

The attack successfully compromised initial attestation by modifying 

database entries to point to mitm-verifier:9002, allowing interception of 
TPM quotes and public keys. While continuous attestation failed due to 
TLS validation, the initial compromise demonstrates a critical vulnerability 
in Keylime's database trust model.

The attack exploited Keylime’s database trust model to redirect verifier 
traffic and intercept sensitive attestation data.

• Keylime demonstrated robust cryptographic resilience under most 

network-level threats, successfully detecting active MITM 

interference during continuous attestation.

• However, the attack revealed a weakness in Keylime’s database 

trust model, allowing partial compromise of initial attestation through 

verifier redirection.

• These findings highlight the importance of securing backend trust 

anchors, not just communication layers, in remote attestation 

frameworks.

• Future work will focus on strengthening database integrity, 

implementing continuous attestation, and improving PKI trust 

validation to achieve full end-to-end assurance.

Conclusion

Figure 3: Keylime Logo
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Results

Figure 2: Keylime Architecture
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