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Over 20 billion IoT devices are expected by 2025, many of them unpatched and exposed to
network attacks [3].

Software firewalls on ARM-based systems consume CPU resources and add latency, making them
unsuitable for low-power embedded devices [4].
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This project implements a hardware firewall directly in FPGA fabric to filter TCP and UDP packets, Recieve Ethernet

offloading packet inspection from the processor.
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Integration

The firewall is connected to a Zynq processor via the AXl interface, running Petalinux for
configuration and testing on a Zybo board.

Outcome

Return Data from
FSM

The result is a low-latency, high-throughput and efficient network firewall tailored for embedded

systems Figure 2 — Pack Processing FSM
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Figure 1 — Vivado Implementation showing AXI Interface
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