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Figure 1: Diagram of network setup

Setup:

- 50 Windows accounts on a Windows Server domain as the victims
- EPAS installed

- Hashcat installed on a RTX A4000 GPU
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Process:

- Perform a password extraction: SAM Dumbing, Privilege Escalation,
Responder

- Collect all the hashes and feed into Hashcat for cracking, using
RockYou dictionary and Best66 rule

- Connect the virtual machine to EPAS and run an audit session

- Collect the result and perform comparative analysis with Hashcat

Figure 5: Venn diagram of password coverage.

Conclusion
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This study showed that EPAS can detect weak enterprise
passwords with a high accuracy compared to those traditional
cracking tools were able to crack, while being easier to use and
more scalable for large organizations.
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Figure 2: Workflow for comparing EPAS (Blue Team) with a traditional cracking tool (Red Team).
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